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30.12.2022 Ne140/1

OO0 yTBep:KIeHNH MeCT XPaHeHUsI MaTepUuaIbHbIX

HOcHTeJeil NMEPCOHAJTBHBIX TaHHBIX

Bo ucnonnenne nynkra 13 IlonoxxeHus o0 0COOEHHOCTSIX 00paOOTKH NEPCOHATBHBIX
JIAHHBIX, OCYIIECTBIISIEMOW ©€3 WCIOJb30BAaHMs CPEJICTB aBTOMATHU3AlNHU, YTBEPIKIACHHOTO

nocranosienneM Ilpasurenscrsa PD ot 15.09.2008 Ne 687, ¢ 1emnpro oOecrieueHnst 0€30I1acHOCTH

MEePCOHAIBHBIX JAHHBIX MPU UX 00paboTKe, NPUKA3bIBAIO:

1. Onpenenuts MecTa XpaHEHUs MaTEPUAIIBHBIX HOCUTEIEH NEPCOHAIBHBIX JaHHBIX B MOY
«M3o6mbHeHCKas mKojaa uMeHu J.Y . Yanbammay r. AymThl ¥ HA3HAYUTH JIMI] OTBETCTBEHHBIX 32
00€ecIeueHneCOXPaHHOCTH COTJIACHO MpuiIox)eHuto Nel.

2.YtBepmuth u BBectu B gerictBue ¢ 01.01.2023 r. WHCTpyKnmio moJb30BaTENst
HHGOPMAIIMOHHBIX CHCTEM MPH 00pabOTKe MEPCOHANBHBIX TaHHBIX (TIPUIIOKEHHUE 2).

3. OTBETCTBEHHBLIM JMiaM, yKa3aHHBIM B IIPHUJIOKCHUC 1 HACTOALICTO ITpHUKasa:

3.1. O6ecnieunTh pa3ieIbHOE XpaHEHHUE TIEPCOHATBHBIX JAHHBIX (MaTepHUATbHBIX HOCUTEICH )

U apyroi uHbopMauu.

3.2. XpaHI/ITB MaTCpHUAJIbHbBIC HOCHUTCIU IMEPCOHATIBHBIX JAHHBIX TOJBKO B YTBCPIKICHHBIX
MCCTax.
3.3. O3HAKOMHTECS C I/IHCTpYKHHeﬁ U HOPMATHUBHO-TIPABOBbIMU JOKYMECHTAMH B OTHOLICHUU

NIEPCOHATIBHBIX JITAHHBIX pa3MEIIeHHBIX Ha opuuuanbHOM caiite MOV «M300uipHeHcKas mKona
umenn D.Y . Yanbamra» r. Ayt B paszzene «O0paboTka NepCcOHaIbHBIX JAHHBIX).
3.4. Cobnronate TpeOoBaHMsS KOHOGUACHIMAIBLHOCTH IPH XPAaHEHWU MaTepHaJIbHbBIX

HOCHUTEJIeH NEPCOHANIBHBIX TaHHBIX.
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4.YCTaHOBI/ITB, YTO OTBCTCTBCHHOCTL 3a PCIKUM 0€30I1aCHOCTH B MNOMCHICHHUU W NPAaBUJIIBHOCTDH
HCIIOJIb30BAHHA YCTAHOBJICHHBIX B HEM TCXHHUYCCKHUX CpPCACTB HCCECT JIMIO, KOTOPOC B HEM

paboTaer.

5. KoHTpob 32 BHIIOJHEHUEM NIPUKA3a OCTABIIAIO 3a COOOM.

C nmpuka3zoM 03HaKOMJIEH



[Tpunoxxenue 1

k npuka3y ot 30.12.2022 Ne140/1

Cnucox

XpaHCHUS MaTEepUAJTbHbIX HOCHTeJIel 1 JINII,

OTBCTCTBEHHBIX 34 COXPAHHOCTD

CheMHBbIH HOCHTEIb HHPOPMALIUH
(MaTepHAJIbHBIN HOCHTEJIb)

MecTo XpaHeHUus

OTBeTcTBEHHOE 32
XpaHeHHe JIMI0

JInunble nena pabOTHUKOB

Celip B xabunere cekpeTaps

TpynoBele KHUKKH COTPYTHUKOB

Celi¢ B kabunHere cekpeTaps

JIMpeKTop MKOJIBI

3aByY MIKOJIBI

JInunble nena o0yJyaromuxcs [enera E.B.
3anuparonuiics mkad s
JOKYMEHTOB B KaOMHETE CEeKpeTaps
Vunrenn-
[TepconanpHbIC JaHHBIE O0YYAIOIIIUXCS Kabuner ncropun MPEIMETHUK
R 5 Vunrenn-
€pCOHaJIbHbBIE JAHHBIE 00YYaOIINXCS MPEIMETHIK
KabuHeT pycckoro si3pIka U
JIUTEPATYpPhI
Yyureiab-
MPEIMETHUK
[lepconanbpHbIe TaHHBIE 00YYAIOIINXCS KaOuner MaTeMaTuku
Yyureiab-
MpEAMETHUK
[lepcoHanbpHbIe TaHHBIE 00YYAIOIINXCS KabuHeT nHOCTpaHHOTO s3bIKA
Yyureiab-
[lepcoHanpHbIC TaHHBIE 00YJIAFOIINXCS Kabuner xumuu, OpPEIAMCTHUK




[lepconanbHbIE JaHHBIE 00YYAIOIIMXCS

KaOuner Onosornu

Yuurenb-npeIMeTHUK

[lepconanbHbIE JaHHBIE 00YYAIOIIMXCS

Kabuner reorpadun

Yuurenb-npeIMEeTHUK

[lepcoHanbHbIe TaHHBIE 00YYAIOIIUXCS

Kabuner pusuku

Yuurenb-npeIMEeTHUK

[lepcoHanbHbIE TaHHBIE 00YYAIOIIUXCS

Kabuner nadopmaruku

Yuurenb-npeIMEeTHUK

[lepcoHanbHbIe TaHHBIE 00YYAIOIIUXCS

Cnoprt3an

Yuurenb-npeIMETHUK

[TepconanpHbIC JaHHBIE O0YYAIOIIIMXCS

Kabuuer Texuomoruu

Yuurenb-npeaMeTHUK

[TepconanpHbIC JaHHBIE O0YYAIOTIIMXCS

Kabuner mMy3biku

Yuurenb-npeaMeTHUK

[lepcoHanbHbIe TaHHBIE 00YYAIOIINXCS

bubnnoreka

Typosckas C.b.

HepCOHaJ'IBHI)Ie JaHHBIC 06yqaloumxc;1

KabuHeT HaYaabHBIX KJIACCOB

Yyntenap HadaJIbHBIX
KJIACCOB

HepCOHaJ'IBHI)Ie JaHHBIC 06yqaloumxc;1

KabuHeT HayaabHBIX KJIACCOB

Vuurens HayaJbHBIX
KJIaCCOB

HepCOHaJ'ILHbIe JaHHBIC 06yqaronmxc;1

KabuHeT HayaabHBIX KJIACCOB

Yuurtenb HayalbHBIX
KJIaCCOB

HepCOHaJ'ILHHe JaHHBIC 06y11a}0m14xc51

KaOuHeT HayaIbHBIX KJIACCOB

Yuutens HayaJabHBIX
KJIaCCOB




[Tpunoxenue 2 K NpuKasy ot
30.12..2022 No140/1

HNHCTPYKIUA

moJib30BaTeJis 1Mo paﬁoTe C NEPCOHAJIBHBIMUA TaHHBIMHA

1. O0me MoJI0KEeHU A

1.1.Hacrosimass WHcTpykius ompenenser oOmue mnpaBwia padoTel CcOTpyaHuKoB MOV
«M300unbHeHcKas mkoiaa uM.D. Y. Yanbama» r. AlymTel € NepcOHANIbHBIMU JAHHBIMHU.

1.2.TlepcoHasibHBIE TaHHBIE B 3JEKTPOHHOM BHjE oOpabaThiBaeTCsi B MH(OOPMAIIMOHHBIX CHCTEMAax
MEepPCOHANBHBIX JIaHHBIX. Tarkke ycTaHaBIMBAaeTCs OCOObI MOPANOK OOpaOOTKH U XpaHEHHs
MIEPCOHATBHBIX JJAHHBIX, COACPKAIIMUXCS HA OyMa)KHBIX HOCHTEIISX.

1.3.Tlonp30BareneM  siBIsAE€TCS  Kakapli  coTpymHuk  MOY  «M300mnpHEHCKas — 1IKOJIA
uM.D.Y. YanOamma» r. ATymTsl, yYaCTBYIOIIUN B paMKax CBOMX (DYHKIIMOHAJIBHBIX 00s13aHHOCTEN
B IpoIleccaX KaKk aBTOMATH3UPOBAHHOW 0OpabOTKH, Tak ¥ 00paboOTKM Oe3 HCIOJIb30BaHUS
CPEIICTB aBTOMATH3AIMU ITEPCOHATBHBIX JTaHHBIX, a TAKKE WUMEIONIMH JOCTYIl K ammapaTHBIM
CpeacTBaM, MPOTpaMMHOMY 00eCTIeUeHII0, HOCUTENSIM HHPOPMAIMH U CPEICTBAM 3alUThI.

1.4.Tlonp30Barens B CBOEW paboTe pPYKOBOACTBYeTCs Hactosmed Wucrpykumeirt, [IpaBmiamu
00pabOTKH MEPCOHATBHBIX NAHHBIX, PYKOBOIAIMMUA U HOpMATUBHBIMHU JokymeHTamMu OCTOK
Poccum u ®CB Poccum u gapyrumu  nokymeHtamu MOY  «M300unbHEHCKas MIKOJa
nM.D.Y . Yanbamay r. AlymTsl, perTaMeHTHPYIONTUMHA 00pabOTKy EPCOHAIIBHBIX IAHHBIX.

1.5. Metoaudeckoe pPyKOBOJCTBO Mo pabdoTe I[losb3oBaTenss OCYIIECTBISIET OTBETCTBEHHBIN 3a
OpraHu3aiuio 00paboTKH MEePCOHATBHBIX JaHHBIX.

2. TepMHUHBI U onIpejieIeHusI

2.1. TlepcoHanbHble AaHHBIE - Jt00as WHPOPMAIWSI, OTHOCSIIASACS K NPSIMO MM KOCBEHHO
OTIPEICIICHHOMY, WJIH OTIpeiesiieMoMy (GU3NIECKOMY JUIY (CYOBEKTY IEPCOHATBHBIX JTaHHBIX).

2.2. O0pa6oTKa mMepCcOHAJBbHBIX AAHHBIX - JF00O€ JeicTBHe (omepaiusi) WM COBOKYIHOCTh
JCWCTBUH (Omepaliuii), COBEpIIAeMbIX C HCIIOJIb30BAaHHEM CPEICTB aBTOMATH3alliU WU 0e3
WCIIOJIb30BaHUSI TaKUX CPEACTB C MEPCOHAIBHBIMU JAaHHBIMH, BKIOYas cOOp, 3aIuch,
cUCcTeMaTH3alliio, HaKOIJIEHWEe, XpaHeHHe, yTouHeHue (0OHOBJIEHHE, U3MEHEHHE), U3BJICUECHNUE,
UCIOJb30BaHUE, Iepenady (pacnpocTpaHeHHe, IpeloCTaBIeHue, JOCTYM), 00e3InYUBaHuE,
OJIOKMpOBaHUE, YAAJICHUE, YHUUTOXKEHUE MIEPCOHATIbHBIX JaHHbIX.

2.3. ABTOMATH3HUPOBaHHAas 00pa00TKa MEPCOHAJbHBIX AAHHBIX - 00pabOTKa MEPCOHAIBHBIX
JAHHBIX C TIOMOILBIO CPEJCTB BBIUMCIUTEILHON TEXHUKH.

2.4. PacnpocTpaHeHHe MEPCOHAJbHBIX [JAaHHBIX - JICHCTBMSA, HAINpaBJIEHHBIE HA PacKpbITHE

NEPCOHAJIIBHBIX JAHHBIX HCOIIPECACICHHOMY KPYT'Y JIMII.



2.5. IlpeapocraBiieHHe MNEePCOHATBHBIX [JAHHBIX - JCHCTBUS, HAINpaBICHHbIE HAa PACKpPbHITHE
IIEPCOHAIBHBIX JAHHBIX ONPEACICHHOMY JIUIY UM ONPEIEIEHHOMY KpPYT'y JIMII.

2.6. HNudpopmaumonHas cucreMa nepcoHaJbHbIX AaHHbIX (MCIIIH) - COBOKYHNHOCTh
coJepkanuxcs B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U OOCCIIEUUBAIONIUX UX 00pPabOTKY
MH(GOPMAIIMOHHBIX TEXHOJIOTHIA U TEXHHYECKHX CPEJICTB.

2.7. ABTOMATHU3HMpPOBaHHOe padouee mMecTo (APM) - mporpaMMHO- TEXHHUYECKHHA KOMILICKC,
nocpeacTBoM KoToporo [losib30Barenb  BBINOJHSAET CBOM  JIOJKHOCTHBIE — OOSI3aHHOCTHU
(mepcoHaJIbHBIN KOMIIBIOTEP, HOYTOYK, TEPMUHAN U T.IL.).

2.8. HecankumonupoBauubiii gocryn (HCJl) - mocryn x mHpOpMaIuy, HapyMIArOIIMA MpaBuia
pasrpaHUyeHus JIOCTYIa C UCIIOJIb30BAaHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMBIX CPEACTBAMU
BBIYMCIUTEIBHON TEXHUKU WIM aBTOMaTHU3MPOBAHHBIMH CHCTEMaMHU.

2.9. ITocTopoHHHeE JIMIIA - JINIIA, KOTOPbIE HE IMEIOT ITPaBa CaMOCTOSTEIBHOTO JOCTYIIAa B TIOMEIIEHUE

1 (UM) HEe UMEIOT mpaBa camocrtositeabHoro gocryna B UCIIAH u (wam) HE MMEIOT AOMyCKa K

MEPCOHAIbHBIM JAHHBIM.

2.10. CpeacrBo 3amuThl HHpOpMANMK OT HecaHKIHOHUpoBaHHoro gocryna (C3U or HCJI) -
MPOrpaMMHOE, TEXHUYECKOE WM IPOrPaMMHO-TEXHHYECKOE CpEICTBO, HAIPAaBJIEHHOE Ha
MpeOTBpAllleHHe WM CYIIECTBEHHOE 3aTPyAHEHHE HECAaHKIHOHUPOBAHHOTO JOCTyNMa K

nHpopManuu.

3. O083aHHOCTH I0JIL30BATEJIA

3.1. He pa3rnamare nepcoHajibHblE JaHHbIE, KOTOPbIE OyIyT TOBEPEHBI MM CTAaHYT U3BECTHBI B XOJI€
pabouero mpoiecca BO BPeMsl BBITIOJHEHHUS JOJKHOCTHBIX (IOTOBOPHBIX) 00S3aHHOCTEH.

3.2.He coo0maTh YCTHO WM MHCbMEHHO, HE MepeaaBaTh B KaKOM-ITHOO BHIE TPETbUM JIMIIAM U HE
pacKpbIBaTh MyOJIMYHO MEPCOHATIbHBIE JaHHbIE 0€3 COOTBETCTBYIOUIETO pa3pelIeHUs JUPEKTOpa
MOY «M300unpHeHcKas mkosia uM.D.Y . Yanbama» r. AJyIIThl.

3.3.3HaTh W BBHINOJHATH TPEOOBAaHMS 3aKOHOATEIbHBIX akTOB Poccuiickoit deneparuu, HacTosIeH
WHceTpykumun W Opyrux BHYTPEHHUX JOKYMEHTOB, PErJaMEHTHUPYIOUIMX MOPSAOK 00paboTKH
MEPCOHANbHBIX JAHHBIX.

3.4.Bemonusate Ha APM TOnbKO Te mporenypsl 00pabOTKH MEPCOHANBHBIX JaHHBIX, KOTOpbHIE
OIIpe/IeTIEHBI TOJPKHOCTHON MHCTPYKLIUEH.

3.5.30aTh M coONIOAATh YCTaHOBIEHHBbIE TPeOOBaHUS OOPaOOTKH MEPCOHAIBHBIX TAHHBIX, YUETY,
XpaHEHUIO U MepechlIKe Hocutenel nHdopmannu, odecneueHuo 6e30MacHOCTH MePCOHATBHBIX
JTAHHBIX.

3.6. Mcnionb30BaTh ISl XpaHEHUS IEPCOHAIBHBIX JTAHHBIX TOJBKO ONPECICHHbIE MECTa XPAHEHUS U
YUTE€HHBIE HOCUTENH MEPCOHATbHBIX JAHHBIX.

3.7.He3ameutensHo, B Kpardaiiine cpokd, coolmare MOV  «M300uapHEHCKas IMIKOoJa
uM.D. Y. Yanbama» r. AnymTtel 00 yTrpaTe WIM HeJocTaue HocuTene uHpopMaluy,
yIIOCTOBEPEHUH, MPOIYCKOB, KIFOUYEH OT MOMEINIEHUH, XpaHuuuil, celipoB u o Apyrux Qakxrax,

KOTOPBIC MOTYT IIPUBCCTU K PA3IJIAIICHUIO IICPCOHAIIBHBIX JaHHBIX.



3.8.IIpu npekpaiienun padoT (TpyAOBBIX OTHOLIEHUI) BCE MaTepHalIbHbIE HOCUTEIHN, COJIEpIKallle
NepCOHANbHBIE JaHHbIE ((Iem-HAKOMUTENH, JAUCKETHl, OINTHYECKUE JUCKH, JIOKYMEHTHI,
YepHOBUKH, pacleyaTKu Ha NpUHTEepaxX, KMHO- M (oToMaTepHaibl, MOJEIH, MPOMBIILICHHbIC
obpasiel U 1p.), nepenath aupekropy MOV «M3o0mibHeHckas mkona uMm.D.Y.YUanbama» T.
AnymTsl.

3.9. CobOmnroath TpeOOBaHMS MAPOIBHOM MOIUTHKH (pa3en 4).

3.10. Co0Ouroath TpeOOBaHMS aHTUBUPYCHOM 3a1uThl (pasaern 5).

3.11. [Tonp30Bareny, UMErOIIKHE BBIXO B IHTEpHET, 00s13aHbI COOJIIOIATh TpaBUiIa Ipu padoTe
B CETSIX CBSI3M OOIIEro MOJb30BaHUS U (MJIM) CETSAX MEXKIYHAPOIHOTO HMHPOPMAIIMOHHOTO
obOmeHa (pasaen 6).

3.12. [Tonb3oBarenu, paboTarouiue c JJIEKTPOHHON MOANMCBHIO  WIIU

ucnoJib3yrouiue mudpoBanue, 00g3aHbl coononaTe MHCTpYKIMIO 0 00paIieHnuo co
cpeacTBaMu KpunTorpaduyeckoil 3aimTsl HHGOpMaIUu.

3.13. DKpaH MOHUTOpPA B IOMEIICHUHU pacrojaraTh BO BpeMs pabOThI TaK, YTOOBI MCKIIIOYAIACh
BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHHS C OTOOpa)kaeMoll Ha HHUX
nHpopManrell TOCTOPOHHUMH JIMIIAMH, IITOPHI Ha OKOHHBIX IMPOEMax JOJDKHBI OBITh
3aBelllaHbl (KaJI03U 3aKPBITHI).

3.14. O00 Bcex BBISBICHHBIX HAPYIICHHUSX, CBI3aHHBIX C TIOPSIKOM 00paOOTKH MEPCOHATBHBIX
JAHHBIX, @ TAKXKe 715 TOJyYeHHM KOHCYIbTAIlMi 10 BoIlpocaM 00pabOTKU NepCcoHAIbHBIX
JTAHHBIX, HEOOXOIWMO O0O0pamarbcsi K OTBETCTBEHHOMY 3a OpraHu3aluio 00paboTKH
MEePCOHAIBHBIX JaHHBIX.

3.15. Ilonv3zoeamenam 3anpewiaemc:

3.16. Hapymarte ycranoBiaennsie B MOVY «M300mnpHeHCKas mkona um.D.Y.Yanbama» T.
ANYIITBHl HHCTPYKIUU 0 pabOTe C MePCOHATBHBIX TaHHBIX.

3.17. Hcnonp3oBaTh  KOMIOHEHTHI ~ IPOTPaMMHOTO M ammapatHoro  oOecredeHuss MOY
«M300mIpHEHCKAs mIKoJIa uM.D.Y . Yanmbara» r. AJymiTsl B HECTyKeOHBIX IETISX.

3.18. OcTtaBiaTh CBOE pabouee MecTo 0€3 NMPHCMOTpPA, IMPEABAPUTEIBHO HE 3a0JOKHPOBAB
(IWTaTHEIMKM CPEACTBAMH OmeparuoHHoM crcteMbl WIiNdOwSs — KoMOHMHAIUEH KIIaBHII

[WIN] + [L] wmu [CTRL] + [ALT] + [DEL] ¢ manbueiimum HaxkaTeM KHOIKH «BIokupoBKa»
MOSIBUBIIETOCSI MEHIO, JINOO TIPH MTOMOIIIH ITATHBIX CPEACTB 3aIIUTHI

3.19. WNHudopmanyu OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA MPH UX HATTMYUH).

3.20. OcTaBnsath 0e3 mpucMOTpa UM HeyOpaHHBIMU B XpaHuiumia (mkad, ceiid) HoCUTeNnu uiu
JOKYMEHTBI, COJIeprKalllie epCOHAIbHbIE JaHHBIE.

3.21. 3anuchIBaTh U XPaHUTh NEPCOHANIbHBIC IAHHBIE HAa HEYYTEHHBIX HOCUTENSIX MH(OpPMaIK
(ONTHYECKUX IUCKAX, TMOKUX MAarHUTHBIX JUCKaX, (UIell- HaKOMUTeNsAX U T.I1.).

3.22. CaMOBOJIBHO HM3MEHATh COCTaB U KOH(MUIYpallMiO HCHOJb3yEeMBIX IPOrPaMMHBIX,
anmapaTtHblX, HpPOTrpaMMHO-alNapaTHbIX  CPEJCTB, CaMOBOJIBHO

yCTaHaBJIMBaTh MPOTrpaMMHOE o0ecredeHre, OTKII0YaTh/IOAKII0YaTh 000pyI0BaHUE

WA U3MEHSTh PEKUMBI €r0 PabOTHI.

3.23. CamoBonbHO noakmodate APM unu apyrue cpeactsa , u3mensats IP-angpec, MAC-anpec
U UHBIE HAacTpoiiku cetu APM.



3.24.

3.25.

3.26.

3.27.
3.28.

3.29.

3.30.

3.31.

3.32.

[IpousBoauTh A€MCTBUSL, HAIIPaBJICHHbIE HA MOJIY4€HHE HECAHKIIMOHUPOBAHHOTO J10CTyIa

K APM u cepBepaM, paBHO Kak U JFOOBIM JAPYrUM y3JiaM Wi MHTEpHET, B TOM YucIie:

e JICWCTBUS, HAmpaBlIeHHbIE HA HApyIIEHHE HOPMAIBHOTO (PYHKIIMOHUPOBAHHS
JJIEMEHTOB  CeTH  (KOMIIBIOTEPOB, JIPYTOrO  CETEBOTO  OOOpYIOBaHHS  HIIH
MIPOrPaMMHOTO 00€CTIeUeHuUs );

® yCTaHOBKA MPOTPAMMHOT0 00ECIIEYeHNs], OCYIIECTBIISIONIEr0 epexBaT HH(popMaIu

(nH(pOPMAITMOHHBIX MTAKETOB), a[PECOBAHHON JPYTUM II0JIb30BaTEISIM;

e  JIcHiCTBUSA, HANpaBJIEHHbIE HAa TIOJY4YEHHE HECAaHKIMOHMPOBAHHOIO JOCTyHa K

WH(GOPMAIIMOHHBIM PeCcypcaM, B MOCIEAYIONIEM HCIOJIb30BaHUN TAKOTO JIOCTYIIA;
®  YHUYTOXEHHUE, MOJu(UKalus MpPOrpaMMHOTO oOecnedyeHus WM JaHHBIX 0e3
COTJIaCOBAHUS C AUPEKTOPOM MIIU BiaJIeNbllaMH 3TOTO peCcypca;

® TIOMBITKM MOA0Opa mMaposie K Jr0bIM WH()OPMAIMOHHBIM pecypcamM METOJI0OM

nepedopa Bcex BO3MOXKHBIX BApUAHTOB MapoJieil, 1100 aTak 1o cioBapio;
®  YMBIIIJICHHbIE JAEWCTBUS IO CO3/IaHUIO, MKCIOJIB30BAHUIO U  PACIPOCTPAHEHUIO
BPEJOHOCHBIX TMpOrpaMM, B TOM YHUCJIE€ HaNpaBlIE€HHBIX Ha I[OJIy4eHUE
HECAaHKIMOHUPOBAHHOIO JOCTyNMa K JIOObIM HWH(GOPMALUOHHBIM U CIYXEOHBIM
pecypcam (kak BHyTpu MOY  «M300unpHeHckas mkosia uMm.D.Y.Yambamay T.
AJNymITel Tak U BHE), THOO HA HapyIIEHUE HETOCTHOCTH M PabOTOCIIOCOOHOCTH ATHX
CHUCTEM;

®  JICHCTBUS MO CKAaHHUPOBAHUIO JIOKAIHHOM CETH C LEIBIO OMPEACIICHUSI €€ BHYTPEHHEN
CTPYKTYpBl, CHUCKOB OTKPBITBIX MOPTOB, HAJIWYMS CYIIECTBYIOIIMX CEPBUCOB U
YSI3BUMOCTEM.

CaMOBOJIBHO U3MEHSTH MTapaMeTPhl CPENICTB 3aLUIUTHI HHGOPMAIUH (B TOM YHCIIE U CPE/ICTB
AHTUBUPYCHOW 3alllUThI), a TAKXKe 3aBepuiaTh MX paboTy U (WUJIM) CaMOCTOATEIBHO HX
yCTaHaBIIUBATh.

CamocTosaTenbHO pa3padaThiBaTh WM UCIIOJIb30BATh HEPETIIaMEHTUPOBAaHHBIE (0e3

paspelieHus JUPEeKTOpa, HE OTHOCSIIUECS K IPOU3BOJICTBEHHOMY MIPOIIECCY) MPOrPAMMBbI

(manpumep: urpsl, IM-knuenTsl, Takue kak Google Messenger, ICQ u 1.11.; P2P-kuenTsI:

Kazaa, eMule u 1.11.).

Pa3permath mocTopoHHUM JHIIaM paboTaTh MO cBoel yueTHo# 3anuckio B UCIT/IH.

[lepecbutaTh nepcoHanbHBbIC JAaHHBIC TI0 KaHAJaM CBSI3M B OTKPBITOM BHUJZE, B TOM YHCIE
Wutepuer, no tenedony, akcy, a3MeKTpoHHON nouTe U T.1. (0€3 UCIOIB30BaHUs CPEICTB
mudpoBaHus).

[Tomyyate JOCTYyn K HEpCOHAJIBHBIM JAaHHBIM C paboO4YMX MECT, He 000pyJOBAHHBIMU
HE0O0XOAMMBIMHU CPEACTBaMU 3aIIMThI HH(POPMALIHH.

CaMOBOJIBLHO COo3aBaTb COBMECTHO UCIIOJIb3YCMBIC CETCBBIC PECYPCHI (HaHKI/I 0611161"0 I[OCTyrla)

Ha CBOHUX KOMIIBHOTCpPAX U q)aﬁHOBBIX CCPBCpPaXx, HC CAHKIUMOHHUPOBAHHO YAAIATH WA
HU3MCHATH IIpaBa JOCTYIIA K HUM.

B CJIyda€ BO3HHUKHOBCHHA TI00BIX MEXaHHYECKHUX HCHCHpaBHOCTCﬁ B 060py110BaH1/11/1

OCYIICCTBJIATL CaMOCTOATCIIbHBIC IMMOIIBITKHA UX YCTPAHCHUA.

HpCHHTCTBOBaTL JOJDKHOCTHBIM  JIMIIaM TIpU HOPOBCACHUU IPOBCPOK U CJ'Iy)KC6HBIX
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paccienoBaHMi, CBSI3aHHBIX C 0OecneueHneM 0e30MacHOCTH UH(POPMAIIHH.



3.33. YiansaTh WM UCKaXaTh MPOTpamMMbl U (ailiibl ¢ MEepCOHATBHBIMU JaHHBIMU U MHOW Ba)KHOM
nHdopmanuel (HarpuMep, CUCTEMHON, HeoOxomumoi aiist pyakuuonupoBanus UCIH).

3.34. YMBIIIJIEHHO HCHOJIb30BaTh HEIOKYMEHTHPOBAHHbIE CBOMCTBA M OLIMOKU B NPOrpaMMHOM
o0OecrieyeHMH WM B HACTPOWKAX CpPEACTB 3allUThl, KOTOPBHIE MOTYT MPHBECTH K
BO3HUKHOBEHMIO BHEIITAaTHOW cuTyanuu. OO0 OOHapyKEHHMH TaKoro poja OMIHUOOK -
CTaBUTh B H3BECTHOCTb PYKOBOJAMTENS CBOETO MOJPA3/EICHUSI U COTPYAHHKOB,
OTBETCTBEHHBIX 3a YCTAHOBKY U (WJIM) COIPOBOXKJEHUE IPOrPAMMHOTO 00€CIeYeHUsI
(AnmuHHCTpaTOpa 6E30MACHOCTH TEPCOHANBHBIX JaHHBIX B MH()OPMAIIMOHHBIX CHCTEMAax
MIEpPCOHAIBHBIX TAHHBIX (Jlajiee - aIMUHUCTPATOP O0E30IIaCHOCTH)).

3.35. [logxmiouaTe JIMYHBIE CPEJICTBA BBIYUCIUTEIbHONM TEXHUKU: HOYTOYKH, KapMaHHbIE
KOMITBIOTEPBI, CMapT(HOHBI U T.I1., @ TAKXKE JTUYHBIE HOCUTEIN U HAKOIIUTENIN HHPOPMAIUK.
B cnydae HeoOxonMMoCTH nepeHoca MHGOpMalMK C JUYHBIX HOcHUTeled uHpopmauuu

o0paraThCsi K OTBETCTBEHHBIM.
4. IlapoJibHAs MOJTUTHKA

4.1. Obwue mpebosanusi K NApONAM:

41.1. MunumanbHOE TpeboBaHUEe: OYKBEHHO-IU(DPOBOM TAPOJTh.

4.1.2. KenareabHO UCIOJIH30BaTh OYKBBI B BEPXHEM HIIM HIDKHEM PETHUCTpaXx, MU(PPHI WIH
CrielMalIbHbIe CUMBOJIBI (Hanpumep: ~! @ #$ %o n & * () -+=|\?2/., ;7 ][ {}<>.
U T.IL).

4.1.3. MuHuMabHas IJIMHA TapoJis: He MeHee 6 (11eCTH) CUMBOJIOB.

4.1.4. MakcumanbHBIN CpOK AeHCTBUA mapoas: 90 cyToK.

4.15. 3anpeT UCIOIb30BaHUSI TPEX paHEE UCIIONIb30BABIINXCS MAPOJICii.

4.1.6. Ilapoub Ilonb3oBarens He JOJDKEH BKJIHOYATh B c€Os JIETKO BBIYHUCIISIEMbIE COUETAHUS
CHMBOJIOB, OOLENPUHATBIE COKPALIEHUs, UMEHA, (haMIINK, TOJDKHOCTH, FOJl POKICHUS,
HOMEp nacnopTta, TabenbHbId HOMep, HHYt0 MH(opManuio o Ilonb3oBarene, 10CTyNHYIO
JPYTUM JIMLAM.

4.1.7. 3ampemiaercss MCIOJIb30BaTh B KayeCTBE MapoJs OAMH M TOT K€ MOBTOPSIOIIMNCS
CHMBOJI JIMOO MOBTOPSIIOLLYIOCS KOMOMHAIIUIO U3 HECKOJIBKUX CUMBOJIOB.

4.1.8. 3ampenaercs UCHOJIb30BATh B KAYECTBE MApOJIsi KOMOMHAIMIO CHMBOJIOB, HAOUPaeMbIX
B 3aKOHOMEPHOM TOpsKe Ha KiaBuatype (Hampumep: 1234567, qwerty u T.11.).

4.2. Ilpasuna ucnonv3osanus naponei.:

421 XpaHuUTh B TaiiHe CBOM Maposib, HE COOOIIATE €ro IPYrUM JIUIAM.

4.2.2. He npenocrapnate noctyn B UCIIJIH npyrum smnam noja cBoeil yueTHON 3alMChiO U
apoJieM.

4.2.3. V3MeHATh CBOM Mapojb MpU MEpBOM TpeOOBAaHUM MOJUTUKU Mapojiei onepanroHHOM
cuctembl u/unu UCIT/IH.

4.2.4. Bo BpeMs BBOJIa MapoJieif He0OX0MMO UCKITIOUUTh BO3MOXHOCTh €r0 MOJICMaTpUBaHUs

MMOCTOPOHHUMMU JIMITaMU UJIM TCXHUYCCKUMU CPEACTBAMU (BI/IIlCOKaMCpBI n I[p)
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4.2.5. 3ampeniaercss 3amUChIBaTh CBOM MApOJIM B OYEBUAHBIX MECTaX, BHYTPEHHOCTH
SIUKA CTOJIa, HAa MOHUTOpe APM, Ha 00paTHO CTOPOHE KIIABUATYPHI U T.1.
4.2.6. 3ampemaercs XpaHUTh MApPOJIH B 3aIIICAHHOM BUJE HA OT/AEIBHBIX JINCTaX OyMaru.
4.3.Cmena, yoanenue auuno2o napoas a06oeo Ilonvzosamens npouzgooumcs 6
CNeOYIOWUXCTIYHAAX:
43.1. B CJIy4ae MOI03PEHUs Ha KOMIIPOMETALUIO TIapOJIs;
4.3.2. 1O OKOHYaHUH CPOKA JACHCTBHS,
4.3.3. B ciydae TNpeKpalieHus IOJTHOMOYM (YBOJbHEHHE, MEPeXoa Ha JAPYrylo paboTy
BHYTpH) [losnb30Barens mociae OKOHYaHUS MOCIEIHEro ceaHca paboThl B MH(POPMAIIMOHHBIX
CUCTEMaXx MEePCOHANIbHBIX JaHHBIX;
4.3.4. [0 YKa3aHMIO OTBETCTBEHHOIO 3a OpraHU3alui0 00pabOTKM IEPCOHATBHBIX
JTAHHBIX.
4.4, I1pu yBOJIbHEHUH, IEPEXO0/IE HA HOBYIO JIOJDKHOCTh COTPYIHUKA, UMEIOIIETO JTOCTYI TOMUMO
CBOEH y4eTHOM 3amucu K IpyruM pecypcam (MeXCeTeBble SKpaHbl, MapLIPYTHU3aTOPbI, CEPBEPHI,
Jpyryue ydyeTHbIe 3alMCH U T.N.) TakXe MPOU3BOJUTCS BHEIUIAHOBAs CMEHa Mapojiell K TakuM

pecypcam.

5. IlpumeHeHHe JUYHBIX HAEHTH(PUKATOPOB B HUHPOPMALIMOHHON cHCTeMe MEePCOHATbHBIX
JAHHBIX

5.1. IlpuBsizky uneHTudUKaTopa K MOJH30BATENIO (Y4ETHOM 3amucH) BBIMOJHSET aIMUHHCTPATOP
0€30MMacHOCTH.

5.2.1Tons3oBarenu UCII[H momy4aroT cBOW MACHTH(PHUKATOP y aIMHHHCTpaTopa O€30MacHOCTH.

5.3.Ilonp3oBatens MCII[H 00s3aH XpaHUTh CBOM JUYHBIA HACHTH(PUKATOP B HEIOCTYIHBIX IS
OPYTUX COTPYAHUKOB XpaHUJIUIIAX.

5.4. TTons3oBaremto MCII/{H 3anpeniaercs nepeaaBaTh CBOU JIMUYHBIN HACHTUPUKATOD.

5.5.B cnydae yrepu nmuHOrO HAcHTHU(UKaTOpa, mnojib3oBarenb HCIIJIH nomkeH HeMemIeHHO
JOJIOKUTH 00 3TOM aIMUHUCTPATOPY O€30MaCHOCTH UHPOPMAIUH.

5.6.B cinydae mpekpaiieHus NoJHOMOYMM ydeTHOW 3amucu mnosb3oBarens MCII/IH (yBonbHeHwue,
Mepexo/i Ha Jpyryro paboTy, B Ipyroi OTAeN WM MOMEIEHHUE, a TAKKE IPyrue 00CTOSTENbCTBA)
ydeTHas 3aluch JOJKHA OBbITh YyhaleHa, a e¢ WAGHTU(UKATOP MOJDKeH OBITh CchaH
aIMUHHCTpATOpy Oe30macHOoCTH WHGOPMAIMU TOCJIEe OKOHYAHHS MOCIEAHEro ceaHca paboThI
JanHoro noas3oBarens B UCIT/IH.

5.7.B cny4ae KOMIpOMETAIMH WM YTEPU JIMYHOTO HIEHTHU(UKATOPA MOJIB30BATENS CIEIUATHUCTOM

10 3aIuTe UHPOPMAIUH JOJKHBI OBITh HEMEUICHHO MPEIIPUHATH MEPBI B COOTBETCTBHH C TI.
5.7 Hacrosimen MHCTpYyKIHH.

5.8. AqmuHHCTpaTOp 6€30MacHOCTH MHGOPMAIH JOJDKEH MPOBECTU CIYKEOHOE pacclieoBaHue s
BBISICHEHUS! TPUYUH KOMIPOMETAIlMM HASHTU(PHUKATOpAa C LENbI0 BBIPAOOTKH HOBBIX WIH
COBEPILIEHCTBOBAHUS MPUHATHIX TEXHUYECKUX U OPTaHU3ALMOHHBIX MEP MO YCTPAHEHUIO TaKOU
yrpo3bl B OyayIIeM, a TakKe BBISICHEHHIO BEUYMHBI yiep0a, KOTOPbI MOKeT ObITh HaHECEeH

COOCTBEHHUKY MH(OPMALIMOHHBIX PECYPCOB.
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6. AHTUBMpPYCHAs 3aILUTA

6.1.B ciydae OTCYTCTBUS IITATHBIX (YHKUUH AHTHBHUPYCHOM MPOTPAaMMBI, MPeIyCMaTPUBAIOIINX
aBTOMAaTHYECKYIO0 TPOBEpKY (haiinos, Ilonp3oBaTens 00s3aH OCYMIECTBIATH MPOBEPKY (haitnos,
[I0JIy4aeMBbIX:

® 110 BJIEKTPOHHOM IOYTE;
e yepes ceTb MHTEpHET;

® HAa MAarHUTHOM, ONITUYECKOM JUCKE, (DIIeHI-HAKOTIUTEIE;

® HOM ChEMHOM HOCHUTEIIE HHPOpMAIHH;

® [I0Jy4EHHbIE UHBIM CIIOCOOOM.
6.2.Ilepen OTKpbITHEM BIIOKEHUS (CCBIJIOK) yOEAUTbCS B TOM, YTO OTIPABUTENb JEHCTBUTEIHHO
mocjal BaM 3TOT (aily, naxxe eclii OH M JOJKEH OblUl 3TO caenath. [lo3BonuTe emy camu. He
)IOBGpSII)iTC NMCHHU OTHpaBI/ITeJ'ISI 158 YKaSaHHI)IM B TCKCTC ITUCbMa HOMepaM TeJ'Ie(l)OHOB, a TaK)XK€E JIMIam,
MO3BOHUBIIMM BaM CaMOCTOSITEIBHO € MPOCHOOH OTKPHITH (haiiiibl ¥ MPOUTH MO CCHUIKAM.

6.3. Ilonv306amento 3anpewaemcsi:

6.3.1. OcymiecTBiATh JIEHCTBUS, HANPABICHHBIE HA BBIKIOYEHUE AHTUBUPYCHOU
MIPOrPaMMBI.
6.3.2. CamocrosTensHO ycTaHaBIUBaTh HA APM mporpammHoe obecrieueHue.

6.3.3. 3anmyckaTh ¢aiibl, IOJYYCHHBIC TIO CETSAM CBs3U (dMEKTpOHHOU moute, HTEepHET), co
CbEMHBIX HOCHTEJEH, Ja’ke €eclid OHHU TMOJYy4YEeHbl IPOBEPEHHOro ajpecaTa, 0e3
MPEIBAPUTENHHON UX MPOBEPKHA aHTUBUPYCHON MPOTPAMMON.

6.3.4. Ilpu BOBHMKHOBEHHMH TIOJIO3PEHUSI HA HAJMYUE KOMITBIOTEPHOTO BUpYca (HETUITHYHAS
paboTa nporpamm, MosiBJIIeHUE rpapuuecKux U 3BYKOBBIX AP(HEKTOB, UCKAKEHUM TaHHBIX,
npornajganue (aiaoB, yacToe MOsBIEHUE COOOMICHUH O CHUCTEMHBIX OMMOKAaX M T.II.)
[Tonb30BaTenb CaMOCTOSITEBHO HITM BMECTE C OTBETCTBEHHBIM (CrieuancToM Mo 3amuTe
nH(popMallUK) JIOJDKEH TPOBECTH BHEOUEPEIHOM aHTUBUPYCHBIH KOHTPOJIb CBOETO
pabouero mecra.

6.4. B ciyuae obHapysicenus npu npogedeHur aHmusupyCcHOU NPOBEPKU BUPYCHO20 3aPANHCEHUSA
Ilonv306amenu 0b6s3aHbL:

6.4.1. PUOCTAHOBUTH PabOTY;

6.4.2. HEeMeaJIEHHO MOCTAaBUTh B U3BECTHOCTH O (pakTe 0OHAPYKEHHsI BUPYCHOTO 3apakeHUs
oTBeTcTBeHHOMY (CrenaIncTy 1o 3amure HHPopMaIim);

6.4.3. COBMECTHO ¢ BIAJENbLEM 3apaK€HHBIX BUPYCOM (alIOB MPOBECTH aHAIM3
HE00X0AMMOCTH JIaTbHENIIIEr0 UX NCIOIb30BAHNUS;

6.4.4. IPOBECTH JIEYEHUE UM YHUUTOXKEHUE 3apa’KeHHbIX (aitIoB.

IHopsnok padorsl B UCII/TH u cetn UnTepHer

7.1. looknrouenue k UCII/[n u cemu Humepnem
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7.1.1. lHensro padotsl [Tons3oBarens 8 UCIIAn u cetn MHTEpHET siBNsieTcst cOop, 00paboTKa,
XpaHEHUE MEPCOHATBHBIX JAaHHBIX, 0OMEH AIEKTPOHHBIMHU COOOMIEHUSMH B CITyKEOHBIX
LEeISIX.

7.1.2. Joctyn x UCII[In u cetu UuTepuer npenocrasisercs [lonb3oBaTensM TOJIBKO B TOM
cllydae, €ClIM 3TO HE IPOTHUBOPEUYUT TpeOOBaHUAM HacTosied WHCTpyKUuU UM HWHBIMU
HOPMAaTHBHBIMH JJOKYMEHTaMH B 00J1aCTH 3alIUTHI HHPOPMALIUH.

7.1.3. Jocrym moss3oBarens k MCIIx st 00paboTKH MepCOHANBHBIX JAHHBIX TIPOU3BOIUTCS
TOJIBKO C pabOYuX MECT, Ha KOTOPBIX YCTAHOBJIEHBI CPE/ICTBA 3ALIUTHI HHPOPMALUH.

7.1.4. OcHoBanueMm nnsi moAKIIOYeHUS coTpyaHuka MOY «M300mibHEHCKass IKOJa
uM.D. Y. YanOama» r. Anymtel k UCIIJIH u cetn VHTepHeT sBIsSeTCS MOTHMBHUpPOBAaHHAsS
3asiBKa OTBETCTBEHHOMY 3a OpraHM3alMi0 OOpadOTKM NEepCOHAIBHBIX JAaHHBIX OT
HEMOCPEJCTBEHHOro pykoBoautens [lonp3oBaTens ¢ yka3aHHEM MOJHOMOYHUH JTOCTyHa K
TaKUM pecypcam U CEpBHCaM.

7.1.5. OTBETCTBEHHBIH 3a OpraHu3aluio 00pabOTKH EPCOHAIBHBIX JAHHBIX, JTU00 COTPYAHUK,
BBITIOJIHAIOUINH ero ¢pyHKuuu, opranusyet nojakimodenre k UCIIIn niu cetu UuTepuer
[lonb3oBareneili. B YCTAaHOBJICHHOM  TOpPSAKE, OCYIIECTBISET  KOHTPOJIb  Haj
HCII0JIb30BAHNEM JJAaHHBIX PECYPCOB U CEPBHUCOB.

7.1.6. Tlocne BemmosHeHHWs 3amaHuss OTBETCTBEHHBI 3a OpPraHM3alUI0  00pabOTKH
MEePCOHANIBHBIX JAHHBIX COOOIIAET MOJIb30BATEIO BRIMOTHEHNUHN 3asBKH.

7.2. Ocrosanuem ons omkaouenus noavzoeamens om UCI/[n u cemu Unmepuem saensomces
cneoyoujue coovimusi:
e HapylleHHe UHCTPYKIUH U UHBIX JIOKAJbHBIX HOPMAaTUBHBIX aKTOB B 00JIACTH 3aIIUThI
napopmanuu MOY «M3o0unpHeHckas mkosia uM.D.Y . Yanbamma» r. AJTyIIThI;
e yBosibHeHue [lonb3oBarens, 1100 epeBoI €ro B APYyroe mnoapaseiieHue.
7.3.Ilopsiook pabomst 6 cemu Unmepnem

7.3.1. Ucnonw3zoBanue corpyanunkamMmu MOY «M3o0mnbHeHCKas mkoa uM.D.Y. Yanbammay T.
AnymTel cetd VIHTEpHET JOKHO OCYIIECTBISATHCS HCKIIOYUTENBHO JUIS BBINOJIHEHUS
JOJIKHOCTHBIX 00S3aHHOCTEH.

7.3.2. Undopmarnus, obpazoBanHas (oOpasyromiascs) B mpoiecce TPYAOBOH AEATEIbHOCTH
pabotHuka MOY «M300mibHeHckas mkona um.D.Y.YUanbama» r. ANyIITHl SBISETCS
cobcrBeHHOCTEIO MOY «M306unpHeHckas mkona um.D.Y. Yanbamay r. AnymTsl U He
MOJICKHUT KCIOIB30BAaHUIO (B TOM YHCJE HUCIOJIB30BAHUIO B ceTH VIHTEepHET wiu ¢
MOMOIIBI0 ceTh HTepHET) B IMYHBIX LEIX U (MJIM) B KOPBICTHBIX MHTEPECAX JIPYTHX JIUIL
(opranuzanmii).

7.3.3. Ilpu mpoBeIeHHWU TEXHHYECKUX pabOT, CBA3aHHBIX C HACTPOMKOW 00OpyHOBaHUS
(KOMMYHUKaIITMOHHOE O00OpyJOBaHUE, MPOKCU-CEpPBEpa, MapUIpyTHU3aTOphl U T.I.); B
cilyyae OOHapy)KEHHUsl MOMBITOK HECAaHKLIMOHWPOBAHHOIO J0CTyna K MHTepHeTr-nuio3y,
APM Ilonb3oBaTeneil MOKET NMPOBOJUTHCS BpEMEHHOE OTKIoueHue [lonb3oBareneil ot
cepBucoB cetu UHtepHer (B ciywyae miaHoBoro oTkitoyeHus Ilonb3oBarenu
YBEJIOMJISIIOTCSI 00 3TOM 3a0J1arOBpEMEHHO).

7.4.Ilpu pabome 6 cemu Hnmepnem Ilonvzoeamenam 3anpewaemcs.
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7.4.1. yMBIIUIEHHOE PpAcCHpOCTPaHEHUE U TOJIyYCHHE MaTephalioB B/W3 cetu VIHTEpHeT,
MIPOTUBOPEUALIUX 3aKOHOAATENbCTBY Poccuiickon denepanny, B TOM YUCIIE MAaTEPUAIIOB,
MpOTNaraHIUPYyOUINX HACUIINE WITH SKCTPEMH3M; Pa3KUTAIOIINX PACOBYIO, HAIIMOHAIBHYIO
WIA PETUTHO3HYIO BPAXKAY; Pa3bsCHIIOMUX MOPSAAOK M3TOTOBICHHUS W/WIA MPUMEHEHHUS
HapKOTHKOB, B3pPBIBYATHIX BEIIECTB, OPYKHS U T. II.; MaTEPHAIOB MOPHOTPAPHIECKOTO
XapakTepa; KOMIIbIOTEPHBIX BUPYCOB M IPYTUX BPEIOHOCHBIX ITPOTPaMM;

7.4.2. mepemaBath B ceTh VHTepHET HH(POPMAIMIO, K KOTOPOH B COOTBETCTBHH C
3aKOHOJATEIbCTBOM  OTpaHMuY€H JOCTyln  (II€pCOHaJbHBbIE JIaHHBIE, CIyXKeOHas
nHpopmanus) 6€3 COOTBETCTBYIOIIETO Pa3pPEIICHNUS;

7.4.3. danscupunmponats [P-agpec, MAC-anpec, nHble aapeca, MCIOJIB3YeMbIE B CETEBBIX
MPOTOKOJIAX, a TAKXKe MPOUyI0 HH(GOPMAIIHIO TP TIepeiave JaHHbBIX Yepe3 ceTh HTepHeT.

7.4.4. mpenocTaBisATh JOCTYI B ceTh VIHTEpHET co cBoeil paboyeil craHuM KOMY-1100, B TOM
YHCIIe MPOTPAMMHO-TEXHHUECKIMH CIIOCO0aMH Yepe3 JIOKATBHYIO BRIYHCIUTEIBHYIO CETh
MOV «M300unbHeHcKkas mkoia uM.D.Y. Yanbamay r. ATyt (Hampumep: myTem
HECaHKITMOHUPOBAHHON YCTAHOBKH JIOKaTbHOTO MIHTEpHET-11ITI03a HAa pabodee MecTo);

7.4.5. momy4yath nocTyn K cetu MHTepHeT moObIMU crocobaMu, HE MPerlyCMOTPEHHBIMU
JEWCTBYIOIUMH JIOKATBHBIMU JIOKYMEHTaMHU

(Uucrpykuusmu, [pasunamu, Pernmamentamu MOV «M300uibpHeHCKas nIkoia
nM.D.Y . Yanbama»r. AJyIITh);

7.4.6. OCYIIIECTBJISITh HECAHKIIMOHUPOBAHHBIA JIOCTYI K pecypcaM U CEepBHUCAM CETH
HuTtepner.

7.4.7. BwIMONHATH nericTBus (B3noM, DoS (oTka3 B oOcmyxuBannn), ARP- spoofing atakw,
CKaHUPOBAHME JIOKAIBHOM BBIUMCIUTEIBHOW CETH) HAIPABJICHHBIE Ha HapylleHHe
(YHKIMOHMPOBAHUS JIEMEHTOB ceTH MHTepHeT (KOMMYHHMKAllMOHHOIO O00OpYIOBaHUS,
CEPBEPOB, pabOYUX CTAHIUH, MPOTPAMMHOTO OOCSCIICUCHHS).

7.5. Ilpasuna pabomwi [lonvzosameneli ¢ 31eKMPOHHOU NOYMOITL.

7.5.1. Tlonb3oBatenu 00s13aHbI UCIOJB30BATH HJIEKTPOHHYIO MOUYTY TOJBKO AJIS BBIIOJIHEHUS
CITyKeOHBIX 00S13aHHOCTEH.

7.5.2. 3ampemaercs OTHPABIATh (Pailiibl, coJepKalie NMepCoOHAIbHbIE JaHHbIE B OTKPHITOM

BHJIe (HEe 3amu(poBaHHEIE).

7.5.3. Bamperaercs MaccoBas pacchUIKa MOYTOBBIX cooOmienuit (6osee 100) BHeHUM
azpecatam 0e3 corjaacoBaHMs C PyKOBOJICTBOM (crama).

7.5.4. 3ampemaercs MCHOJIb30BAaTh HE CBOM OOpaTHBIM ajpec NMpU OTHpPaBKE EKTPOHHOU
MOYTHI.

7.5.5. 3ampemiaercss OTHPABIATH MO 3JEKTPOHHOM IMOYTE HCHOJHseMble (paiiabl (0OBIYHO
UMEIOT pacIlupeHus exe, com, bat, js, vbs u T.1.). B ciaydyae He0OX0IUMOCTH OTHPABKU
TakuXx (aiyoB, MOMeNaTh UX B QpXUB M YCTAHOBUTH MapPOJIb.

7.5.6. [Ipucoenuusiembie Gaiiabpl peKOMEHIYETCsS YIIaKOBBIBATh B apXUB MPU MOMOIIH
IPOrpaMM-apXHUBaTOPOB.

7.5.7. KopnopamueHnuie pekomeHOayuu ucnob306anus sneKmporHot noumst: U
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e Bbl JODKHBI OKa3bIBATH TO K€ YBaXKEHUE, YTO U IIPH YCTHOM OOIICHUH.

e Bm AOJDKHBI NPOBCPATH IMPABOIMMUCAHUC, TPAMMATUKY W ABAXK/bI IICPCUUTHIBATH CBOC
COOOLICHNE TIepe/ OTIPABICHUEM.

e Br He AOJDKHBI Y4aCTBOBATH B PACCBIIKEC HOCJ’IaHI/II;'I, MEPEChbUIACMBIX II0 LETIOYKC
(vame BCero 3TO  MUChbMA  PEIMTHO3HO-MHCTHYECKOTO,  Pa3BJICKATEIBHOTO
COJICpKaHUSA).

e Bbl He n0KHBI pacchbulaTh COOOIIEHHUS, KOTOpbIE SBISIOTCS 3J0BpPEAHBIMU,
pa3ApakaroUMMU WIKA COAEPKALUMU YTPO3bl JIPYTUM IOJIb30BATEISAM.

e Bbl J0KHBI HOMHUTB, YTO 3JIEKTPOHHOE MOCTIaHHE SBISETCS SKBUBAJIEHTOM [TOYTOBOM
OTKPBITKU U HE JIOJKHO HCIIOJIb30BATHCA JIJIsl IEPECHUIKU MEPCOHATBHBIX JTaHHBIX 0€3
WCII0JIb30BAHUS CPECTB 3alUThI (IIHPPOBaHUE).

e Bl He JOMKHBI KCIOJIB30BATh IIMPOKOBEIIATEIbHBIE BO3MOXHOCTH AJIEKTPOHHON
MOYTHI 32 UCKJIFOUEHUEM BBIITYCKA YMECTHBIX OOBSBICHUN.

e Bbrl He JOMKHBI UCHIOJIB30BaTh KOPIOPATUBHYIO AJIEKTPOHHYIO MOYTY JJIsl IOCIAHUN
JIMYHOTO XapakTepa.

e Bbl J0MKHBI HEYKOCHUTENBHO COOMIOAATh MpaBWila U HHCTPYKUUMH U TIOMOTaTh
aJIMMHHCTpaTOpaM OOpOTHCS C HAPYIIUTENSAMU MPaBUIIL.

8. Ilopsinok padoThl CO CheMHBIMH HOCUTEISIMUA HHpOPMAITUT

8.1.Ilonq wucnons3oBanuem Hocutene wuHGopMammu B WCIIn MOY «M300mibHEHCKas —IIKOJa
uM.D. Y. YanOama»
r. AnymTel oHUMaeTcss ux noakiaodeHue Kk uHppactpykrype UCIIAH ¢ menpio 06paboTku,
npuema/mepeayn  uHbopManuu MeXIy HWHGOPMALMOHHBIMU CHCTEMaMH U HOCUTEISIMU
nHpopMaIuu.
8.2. JlommyckaeTcs UCIOJIb30BAHKUE TOJIBKO YYTEHHBIX HOCUTENEH HHPOPMAIIH, KOTOPBIE SBIISIFOTCS
cobctBeHHOCTHIO MOY «M300mnpHEHCKas mKkoaa uM.D. Y. Yanbama» r. AJyIITH ¥ TOABEPraloTCs
PErYISIpHONPEBU3UU U KOHTPOJIIO.

8.3. Yuer u BbIJauy CHEMHBIX HOCHUTEIEH HH(OpPMAIMKM OCYHIECTBISET JHUIO, OTBETCTBEHHOE 3a
OpraHu3auilo 00pabOTKH MEPCOHANBHBIX AaHHBIX. DaKT BbIOAUYM HOCUTENS (UKCUPYETCS B
KypHaJle yueTa MallMHHBIX HOCUTeNel HHPOpMAIHH.

8.4. Eciiu noctyn k UCIT/IH npou3BoAUTCS IpU MOMOIIH MepCOHaNbHBIX uaeHTuukatopos (eToken,
Rutoken, np.), To ¢akrT momyueHHWs M COaYM JAaHHBIX HACHTU(QHUKATOPOB 00S3aTEIbHO
¢uKcupyercss OTBETCTBEHHBIM 32 OpraHu3aluio OOpabdOTKHM MEepCOHAJBHBIX JAaHHBIX, B
COOTBETCTBYIOIUX JKypHaIaXx.

8.5. BO3MO>KHOCTB MMOJIKIIFOUEHHs HOCUTENed HH(pOpMAaIIHH, a TaKKe MOJIyYeHHE YYTEHHbBIX HOCUTEIeH

uHbopmanuu mnpenocrapistoTcs Ilonap3oBarensM N0 MHUIMATHBE PYKOBOAWUTENEH CTPYKTYPHBIX

MOAPA3JICIICHNH B CIIydasx:

e HEo0XOJUMOCTH BBINOJIHEHHS BHOBb MPUHATHIM PaOOTHUKOM CBOUX JOJKHOCTHBIX
00s13aHHOCTEH;

e Bo3HUKHOBeHUs y [lonb3oBarens cinyxeOHOM HE00X0IMMOCTH.
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8.6. [Ipu ncroyib30BaHUM HOCUTENCH HHPOPMAIHH HEOOXOAMMO: O

® HCHOJB30BATh HOCUTEIH HH(POPMALIUU UCKIIOUUTEIBHO JUIS BBIIOJHEHHUS CBOUX CITY>KEOHBIX
00s3aHHOCTEH;

e 0epeXHO OTHOCHUTCS K HOCHTENSIM MEPCOHATBHBIX JaHHBIX.

e oOecneunBaTh (PU3MUYECKYIO OE30MMACHOCTh HOCHTENEH HH(DOPMAIIMN BCEMH Pa3yMHBIMH
cIIoco0amu;

® U3BEmaTh OTBETCTBEHHOMY 3a OpraHH3aluio 00padOTKH MEPCOHATBHBIX JaHHBIX O (pakTax
yTpaThl (Kpaku) HOCUTENe HHPOPMAIIHH.

8.7.ITpu ucroap30BaHUH HOCUTEJIEH MEPCOHATBHBIX JAHHBIX 3alIPEUIEHO:

® WCMOJH30BATh HOCHTEH NIEPCOHANBHBIX TAHHBIX B TMYHBIX EIISX;
e TiepeAaBaTh HOCUTEIM TMEPCOHATBHBIX JAHHBIX JPYrUM JHIaM (33 HCKIIOYEHHEM
aJIMMHHUCTPATOPOB);
® XpaHWUTh ChEMHBIC HOCUTENH C TIEPCOHAIILHBIMU TAHHBIMU Ha pabouuX CTOJIaX, TMOO OCTABIISATH
ux 0e3 MPUCMOTpa WITH MepeaBaTh Ha XpaHEHUE IPYTUM JIHIIAM;
® BBIHOCUTH CbEMHBIC HOCHTEIH C IEPCOHATIBHBIMH JaHHBIMU U3 CIY)KCOHBIX TTOMEIICHUH IS
paboTHI C HUMH HA JIOMY | T. 1.
8.8.JIto00e B3auMoaelicTBre (00paboTka, nprem/nepeaaya HHPOPMaIui) UHULUUPOBAHHOE
[Tonb3oBarenem mMex 1y HHGOPMALMOHHON CUCTEMON U HEYYTEHHBIMH (JIMYHBIMH) HOCUTEIISIMU
nH(pOopMalUY, paccCMaTpUBAETCs Kak HECAHKIIMOHUPOBAHHOE (33 UCKIIIOYEHUEM CITy4aeB, OTOBOPEHHBIX
¢ aAMUHUCTpaTopamu 3apanee). Mabopmariis 00 MCIOIb30BaHUH TIOJIB30BATEISIMU HOCUTEIICH
nHpopManuu B UHPOPMAIIMOHHBIX CHCTEMAaX MPOTOKOIUPYETCS U,lIPH HEOOXOTUMOCTH, MOXKET OBITh
Mpe0CTaBIeHa PYKOBOAUTENSM CTPYKTYPHBIX MMOIpa3ieNICHH, a Takke nupektopy MOY
«M3o0mpHEeHCKAs mKkoIa uM.D. Y. Yanbama» r. AJTyIITHI.

8.9. BolHOC cheMHBIX HOCUTENEH MePCOHANBHBIX JAHHBIX /Ul HEMTOCPECTBEHHOU NIepeaun aapecaTy
OCYILIECTBIISICTCSI TOJBKO C THUCBMEHHOTO  pa3pelieHds PYKOBOIUTENS CTPYKTYPHOTO
MoApa3IesIeHusI.

8.10. ChemMHBIE HOCHTEIM [EPCOHAIbHBIX  JAHHBIX, MPUIIEAUINE B  HErOAHOCTb, WIH
OTCIYXUBIINE YCTAHOBJIEHHBIH CPOK, MOMJIEKAT YHUYTOXKEHUIO. YHHUYTOKEHUE ChEMHBIX
HOCHUTENIEH C TIEPCOHAIBHBIMH JaHHBIMU OCYIIECTBIISIETCS KOMHUCCHEH, COCTaB KOTOPOU
OTIpEe/IeNeTCS OTBETCTBEHHBIM 3a OpraHu3aluil0 OOpaOOTKM NEepCOHANBHBIX JaHHBIX. [lo
pe3yibTaTaM YHHUTOKEHUS HOCHUTENEH COCTaBIseTCs aKT.

8.11. B cnyyae yBOJBbHEHMS WIIM TEpeBOJa pabOTHHKA B JAPYroe CTPYKTYpHOE IMOjApa3felieHue,
IIPEOCTaBIEHHbIE HOCUTEIN MEPCOHATBHBIX TaHHBIX U3bIMAIOTCS U JAETAI0TCS COOTBETCTBYIOIINE

IIOMCTKH B )KYypHAJIC y4€Ta MAllIMHHBIX HOCHUTEEH.

9. IlpaBa noJb30BaTeJist

9.1. UcnonwzoBats UCII[IH MOY «M300unpHeHCKas mkoaa uM.D.Y . Yanbamra» r. AJTymTel s

BBITIOJIHCHUA JOJIXKHOCTHBIX 00513aHHOCTEH.
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9.2. O0Opamatbcsi K OTBETCTBEHHOMY 3a OpraHH3alMi0 OOpabOTKM MEPCOHANBHBIX JAaHHBIX JUISA
KOHCYJIbTAIlMi 10 TOBOAY HCIIOJb30BaHMUs IporpamMmmHoro obecneueHuss 1 APM, Bompocam
00pabOTKK EPCOHABHBIX JAHHBIX.

9.3. HampaBiisiTh  MIPEUIOKEHUSI MO YCTAaHOBKE HOBBIX BEPCHH CYIIECTBYIOIIETO HPOTPAMMHOTO
obecrieuenus (¢ 000CHOBaHWEM HEOOXOJMMOCTH 3aMEHBI CTAPBIX BEPCHIA HA HOBBIE).

9.4.TlomyyaTh KOHCYJIBTAIIMN U Pa3bsICHEHH 110 HOPMATUBHBIM JIOKYMEHTaM, PETrJIaMeHTUPYIOIUM
paboTy ¢ mepcoHAIBHBIMU AaHHEIMH B MOY «M3o0uinpHeHcKas mkoia um.D.Y.Yambama» T.

AnymTsl.

10. OTBeTCTBEHHOCTD

10.1. TTosp30BaTeH HECET IEPCOHABHYIO OTBETCTBEHHOCTH 32 CBOW JCUCTBHSI MU Oe3/IeHCTBHE,
KOTOpPBIE MOT'YT TIOBJIEYb 3a COOOH pasrialieHne NepCoOHaIbHBIX JaHHBIX, a TAKXKE 32 HapyIIeHNe
HopMmasibHOTO (pyHKIHOoHUpOoBaHus MCII/IH nmu ux oTAETbHBIX KOMIIOHEHTOB, HECAHKITMOHUPOBAHHBIN
JOCTYN K UH(POPMAIIMH B COOTBETCTBHE C 3aKOHOIaTeILCTBOM Poccuiickoit denepanuul v TIOKaIbHBIMU

HOpMaTuBHBIMH akTaMu MOV «M300unpHeHcKas mkoaa uM.D.Y Yanbama» r. AmymThl.
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